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newer versions of API's include security improvements, perform risk analysis to make the
decision of the mitigation actions required for the older version API's
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API Improper Assets Management may lead to gain access to sensitive data, or even takeover the server through old,
unpatched API versions.

API endpoints are vulnerable to Improper Assets Management since the non-production versions of the API (for example,
staging, testing, devlopment, or earlier versions) that are not as well protected as the production API or the older API's and their
libraries remain exposed/unpatched.

Inventory all API hosts and document important aspects of each one of them, focusing on the API environment (e.g.,
production, staging, test, development), who should have network access to the host (e.g., public, internal, partners) and the
API version.When newer versions of API's include security improvements, perform risk analysis to make the decision of the
mitigation actions required for the older version API's
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2022/6/22 9


https://cmduat.segway-ninebot.com/login

i SN - ROBOT Kidy: M55 as s o RV E M EN ©

A A1

/[ 1 TOC

SEMESF - ROBOT Hdi: M55 a5 3CFF 5 32 MGk s M AT

e 8T
CVSS 7r5t:
URL:

Sk

A -

BA-

Bl e i -

ey

6.4
https://cmduat.segway-ninebot.com/login
cmduat.segway-ninebot.com (Page)

gfﬁf%%ﬂlﬁiﬁé&ﬁ)ﬁéiﬁﬂ cookie, EATAIBEF TEE SiEF 7Y, AT AE 2R 2 BE R LAZH 7 S 40 2R B8 B D3 BLShAT

Kl 250 HF TLS-RSA B PIAc i i EfF. B TLS SEHLBRIE A Web Hi 5585 BN F 2 7 i 55 45 W RE % 53 %2 21| ROBOT K.
B AR AN B A — BB A 5 R BB . TR R -

B S SR A TE A U

T A AR B B 5 S5 S B AR R D 6 i SSL i, AppScan FJ DL i ik s 8 H ¥ 2 5 2 A

BB A 75 L AR A L i TR 5 RS

HR 5545 SCRF AN B g 1 S R A«

ID EA S SSL finA
47 TLS_RSA_WITH_AES_128 CBC_SHA TLS 1.2
53 TLS_RSA_WITH_AES_256_CBC_SHA TLS 1.2
60 TLS_RSA_WITH_AES_128 CBC_SHA256 TLS 1.2
61 TLS_RSA_WITH_AES 256 CBC_SHA256 TLS 1.2
65 TLS_RSA_WITH_CAMELLIA 128_CBC_SHA TLS 1.2
132 TLS_RSA_WITH_CAMELLIA 256_CBC_SHA TLS 1.2
156 TLS_RSA WITH_AES_128 GCM_SHA256 TLS 1.2
157 TLS_RSA_WITH_AES_256_GCM_SHA384 TLS 1.2
186 TLS_RSA_WITH_CAMELLIA 128 CBC_SHA256  TLS 1.2
192 TLS_RSA_WITH_CAMELLIA 256_CBC_SHA256  TLS 1.2
49232  TLS_RSA_WITH_ARIA_128 GCM_SHA256 TLS 1.2
49233  TLS_RSA_WITH_ARIA_256_GCM_SHA384 TLS 1.2
49308  TLS_RSA WITH_AES 128 CCM TLS 1.2
49309  TLS_RSA WITH_AES 256 CCM TLS 1.2
49312  TLS_RSA WITH_AES 128 CCM_8 TLS 1.2
49313  TLS_RSA WITH_AES 256 _CCM_8 TLS 1.2

2022/6/22 10


https://cmduat.segway-ninebot.com/login

“Content-Security-Polic

7] 7t

1/ 1 TOC

“Content-Security-Policy” kgt J:

FEE
CVSs 7+#: 5.0
URL: https://cmduat.segway-ninebot.com/
s cmduat.segway-ninebot.com (Page)
PR - FIRES WA K Web MR FFIBURIS S, WA &, 00, HLE% & A/ EEBUR S &
AIRESS I PRt A P & . EA RS . SRR SEERER
J5H - Web ¥ FI% 7 4 A2 B0 B A 22 42
i el 1 IR 55w i B Ry fik 22 45 52 F) “Content-Security-Policy” sk
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Referer: https://cmduat.segway-ninebot.com/login

Host: cmduat.segway-ninebot.com

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36
r-auth: bearer

eyJhbGci0iJIUzI1INiIsInR5cCI6IkpXVCI9.eyJ0ZW5hbnRfaWQiOi IwMDAWMDALILCIwd2REAXBkYXR1IX3RpbWUiOJE2NTQ4M] Y2NDUWMDASInVzZXJfbmFtzZS
I16IkFsZXggSGUiLCIyZWFSX25hbWUi01iJBbGV4IEhL IiwiYXZhdGEyIjoiliwiYXV0aG9yaXRpZXMiOlsiMSJIALCIyb2x1X21keyI6IjELiLCIIbGl1lbnREaWQio
1JjcGlfbWVOYSIsInIvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93ZXJ1ZCBieSBSZHAILCJ1c2VyX21kIjoiMTI1ODUSNTQzNTQINIMO
NDA2NiIsInNjb3BlIjpbImFsbCJ. ..

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:21:09 GMT
Content-Type: application/javascript
Content-Length: 312

Connection: keep-alive

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-138"

Accept-Ranges: bytes

(window.webpackJsonp=window.webpackdsonp]| | []) .push ([ ["chunk-2d0b30b7"], {2762:function(e,n,t) {"use strict";t.r(n);var a=
{data:function () {return{}}},u=t ("2877"),c=0Object (u.a) (a, (function () {var ezthis.$createElement;return(this._self._cl\e)
("downloadTemplate")}), [],!1,null,"903e2e9a",null) ;n.default=c.exports}}]);
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Referer: https://cmduat.segway-ninebot.com/login

Host: cmduat.segway-ninebot.com

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36
r-auth: bearer

eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI.eyJ0ZW5hbnRfaWQiOi IWMDAWMDALILCIJwd2REdXBkYXRIX3RpbWUiOjE2NTQ4MjY2NDUWMDASInVzZXJfbmFtZS
I6IkFsZXggSGUiLCJIJyZWFsX25hbWUi01JBbGV4IEh1IiwiYXZhdGFyIjoiliwiY¥XV0aG9yaXRpZXMiOlsiMSJdLCIyb2x1X21kcyI6IjELiLCIjbGllbnREaWQio
1JjcGlfbWVOYSIsIndvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93Z2XJ1ZCBieSBSZHAILCJ1c2VyX21kIjoiMTI1ODUSNTQzNTQINIMO
NDA2NiIsInNjb3BlIjpbImFsbCJ. ..

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:20:56 GMT
Content-Type: application/javascript
Content-Length: 336

Connection: keep-alive

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7£686-150"

Accept-Ranges: bytes

(window.webpackJsonp=window.webpackdsonp| | []) .push ([ ["chunk-2d21ablb"], {bd36:function(n,e,t) {"use strict";t.r(e);var r=
{name:"reportForm", props: ["code"]},s=t ("2877"),0=0Object (s.a) (r, (function () {var

)
n:this.ScreateElement;return(this._self._cl\n)("div",(staticclass:“supplierInformation"})}),
[1,'1,null,null,null);e.default=o.exports}}]);
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r-auth: bearer

eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCIY.eyJ0ZW5hbnRfaWQiOi IWMDAWMDALILCIwd2REdXBkYXR1IX3RpbWUiOjE2NTQ4M]Y2NDUWMDASInVzZXJfbmFtZS
I6IkFsZXggSGUiLCJIyZWFsX25hbWUi01JBbGV4IEh1IiwiYXZhdGFyIjoiliwiY¥XV0aG9yaXRpZXMiOlsiMSJIALCIyb2x1X21kcyI6IjELiLCIjbGllbnREfaWQio
1JjcGlfbWVOYSIsInIvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93Z2XJ1ZCBieSBSZHAILCJ1c2VyX21kIjoiMTI1ODUSNTQzNTQINIMO
NDA2NiIsInNjb3BlIjpbImFsbCJ...

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:20:56 GMT
Content-Type: application/javascript
Content-Length: 336

Connection: keep-alive

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7£686-150"

Accept-Ranges: bytes

(window.webpackJsonp=window.webpackdsonp| | []) .push ([ ["chunk-2d21lablb"], {bd36:function(n,e,t) {"use strict";t.r(e);var r=
{name:"reportForm", props: ["code"]},s=t ("2877"),0=0bject (s.a) (r, (function () {var
n=this.S$createElement;return(this. self. c||n) ("div", {staticClass:"supplierInformation"})}),
[1,!'1,null,null,null);e.default=o.exports}}]);
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Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
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Accept-Ranges: bytes

(window.webpackJsonp=window.webpackdsonp]| | []) .push ([ ["chunk-2d21lablb"], {bd36:function(n,e,t) {"use strict";t.r(e);var r=
{name:"reportForm",props: ["code"]},s=t ("2877"),0=0bject (s.a) (r, (function () {var
n=this.ScreateElement;return(this._self. c||n) ("div", {staticClass:"supplierInformation"})}),
[1,!1,null,null,null);e.default=o.exports}}]);...

KRBT A7 (1) SSL T @

1/ 1 TOC

KBl R AF ) SSL Bt i
FEE
CVSS 51#: 5.0

URL: https://cmduat.segway-ninebot.com/api/rdp-system/i18n/message

£ message (Page)

PR = FRES WA K Web MR FFIBURIEE, WA &, 00, P8 a1/ EEUR S E

EA- D) 5% AT A LR BBURRE B R AT

[l 5 i = 38 3 £E 0 N H 3 in“Cache-Control: no-store”fl1“Pragma: no-cache”brfil, AJ ABH 1E % 2277 SSL 1l .

HEEE: NIRRT, fEoR % TN T B ESAT, HARE SRS (A L E “Cache-Control: no-store”. “Cache-

Control: no-cache”{“Pragma: no-cache” i Ik ik B 77) .

AR A T O R i -
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https://cmduat.segway-ninebot.com/api/rdp-system/i18n/message

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:25:07 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Rdp-TracelId: Ignored_Trace

X-Frame-Options: SAMEORIGIN

{

"code": 200,
"success": true,
"data": {
"common": {
"changeLang": " Y,
"home": " RS,
"title": "en"
} ’
"user": {

RIEH K SHEA (MasterCard) @

A1/ ToC

KBUEHESHER (MasterCard)

FEEE .

Cvss 7+#t: 5.0

URL: https://cmduat.segway-ninebot.com/assets/js/chunk-vendors.50b76844.js

Fofds: chunk-vendors.50b76844.js (Page)

PR - MRESWERA X Web NATREFF IIBURE R, WA P4 &6, HLas 4 A/ sigugocr- AL 8
A - Web M FH 2 5 4 2 BUAC B A %2 42

] A - &2 Web sl st iEH R 5

HERE. w4 A 533K MasterCard (2R 5.
A2 A 8 fy e o =

...e=r.n(Xe),$e=r(35),Ke=r.n(Se),Je=r (49),Qe=r.n(Je),tr=r(130) ,er=r.n(tr),rr={"
":.3329986572265625,a:.5589996337890625,A:.6569992065429687,b:.58599853515625,B:.6769989013671875,c:.5469985961914062,C:.72
79998779296875,d. ..

...6899993896484375,1:.23499908447265624,L:.5879989624023437, m:.854998779296875,M:.8819992065429687,n:.5589996337890625,N:.

...ject.defineProperty(e,"_ esModule", {value:!0}),e.default=void 0,e.default={"
":.3329986572265625,a:.5589996337890625,A:.6569992065429687,b:.58599853515625,B:.6769989013671875,c:.5469985961914062,C:.72
79998779296875,d. ..
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...6899993896484375,1:.23499908447265624,L:.5879989624023437, m:.854998779296875,M:.8819992065429687,n:.5589996337890625,N:.

2] SHA-1 i EN @

A1/ ToC

K3 SHA-1 ZELt

e 8T
CVSS 7r5t:
URL:

Sk

A -

BA-
Bl e i -

. @

4.3
https://cmduat.segway-ninebot.com/login

cmduat.segway-ninebot.com (Page)

gfﬁf%%ﬂlﬁiﬁé&ﬁ)ﬁéiﬁﬂ cookie, EATRIBEF TEE AiEF 7Y, A AE 2R 2 BE RS LAZH 7 S 40 2R B3 B D BLShAT

Web fii 55 a5 BN FH R 3 IR 55 242 LAAS 22 421X 07 sURC L Y
B O R 55 A5 1 52 SR S

TG AR S A 59 B R EF RTh B7 SSL 4%, AppScan ] LU E ik il ) 2 59 B B4

KRR 5 A A B ARSI Ry R g B e B A

IR 5525 SCRF AN B g s i = A«

ID

47

53

65
132
49171
49172
47

53

65
132
49171
49172

B SSL fA
TLS_RSA WITH_AES 128 CBC_SHA TLS 1.0
TLS_RSA WITH_AES 256 CBC_SHA TLS 1.0
TLS_RSA WITH_CAMELLIA 128_CBC_SHA TLS 1.0
TLS_RSA WITH_CAMELLIA 256_CBC_SHA TLS 1.0

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA  TLS 1.0
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA  TLS 1.0

TLS_RSA WITH_AES_128 _CBC_SHA TLS 1.1
TLS_RSA_WITH_AES_256_CBC_SHA TLS 1.1
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA TLS 1.1
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA TLS 1.1

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA  TLS 1.1
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA  TLS 1.1
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47 TLS_RSA_WITH_AES_128_CBC_SHA TLS 1.2

53 TLS_RSA WITH_AES_256_CBC_SHA TLS 1.2
65 TLS_RSA WITH_CAMELLIA 128 _CBC_SHA TLS 1.2
132 TLS_RSA WITH_CAMELLIA 256_CBC_SHA TLS 1.2

49171 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA  TLS 1.2
49172  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA  TLS 1.2

2R A X @

1) ToC

o RS H >k

FEE -

Cvss 74#i: 5.0

URL: https://cmduat.segway-ninebot.com/

Sfk: assets/ (Page)

TR - FRESA R A KUl iU RA A MG R, X P RE S5 B Cts # Wt it Web i 5
B Web il 55 # BUR FH R 57 IR 55 282 AAS 22 42 1) 77 3CBC B 1Y

il 7 A - A8 B IR B & A1 “404 - Not Found” i SRRASAAD, B 14 H 58 42k 2

HERE: WS TR R 55 4% LI REE H % . 403 Forbidden M8 8 | AF7EIL H 5%, RIMEEA S vVesst AT Vi 1) o
R 22 T I o -

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

r-auth: bearer

eyJhbGci0iJIUzI1INiIsInR5cCI6IkpXVCI9.eyJ0ZW5hbnRfaWQiOi IwMDAWMDAILCIJwd2REAXBkYXRIX3RpbWUiOJE2NTQ4M] Y2NDUWMDAsInVzZXJfbomFtzZS
I16IkFsZXggSGUiLCIyZWFSX25hbWUi0iIBbGV4IER]I TiwiYXZhdGFyIjoiliwiYXV0aG9yaXRpZXMiOlsiMSJIALCIyb2x1X21keyI6IjELILCIIbG1l1lbnREaWQio
1JjcGlfbWVOYSIsIndvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93Z2XJ1ZCBieSBSZHAILCJ1c2VyX21kIjoiMTI1ODUSNTQzNTQINIMO
NDA2NiIsInNjb3BlIjpbImFsbCJ. ..

Host: cmduat.segway-ninebot.com

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 22 Jun 2022 07:23:12 GMT
Content-Type: text/html
Content-Length: 555

Connection: keep-alive
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P
CVSS 43
URL:

Stk

R

JEA -
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5.0

https://cmduat.segway-ninebot.com/assets/js/index.40582c4f.js

index.40582c4f.js (Page)

MRESWERA X Web NAIREFF IIBURE R, WA 4. &6, HLEs 4 A sigugccr- AL g
Web S FI 2 5 4 1 BAC BAS 22 4

RFBUREE, BRI

e NHREY CROE DN ERER T S IR SCBURE BN .
AR A T R o -

...Type,mt.a.defaults.headers.common["X-Requested-With"]="XMLHttpRequest",mt.a.defaults.headers.common.

FER AR R DAL 22 Hitp Rk @

o] @ 1

/1 TOC

fEN R R BIA A E I Hitp MRSk

FEE -
Cvss 74#i: 5.0
URL: https://cmduat.segway-ninebot.com/login
s cmduat.segway-ninebot.com (Page)
PR - A RESWUEA K Web N AIFRFP MBS R, WA 4. 6. HLE& A/ e AL 8
B Web 57 F 25 4 F BAC B A 224
I e - 1 270 VUSRS Rt .
HERE:  m N EEADLERL, XA Rea H B GE R P
L3 3 e =
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https://cmduat.segway-ninebot.com/login

r-auth: bearer

eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCIY.eyJ0ZW5hbnRfaWQiOi IWMDAWMDALILCIwd2REdXBkYXR1IX3RpbWUiOjE2NTQ4M]jY2NDUWMDASInVzZXJfbmFtZS
I6IkFsZXggSGUiLCJIJyZWFsX25hbWUi01JBbGV4IEh1IiwiYXZhdGFyIjoiliwiY¥XV0aG9yaXRpZXMiOlsiMSJIALCIyb2x1X21kcyI6IjELiLCIjbGllbnREfaWQio
1JjcGlfbWVOYSIsInIvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93Z2XJ1ZCBieSBSZHAILCJ1c2VyX21kIjoiMTI1ODUSNTQzNTQINIMO
NDA2NiIsInNjb3BlIjpbImFsbCJ...

Host: cmduat.segway-ninebot.com

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:20:56 GMT
Content-Type: text/html

Content-Length: 2474

Connection: keep-alive

Vary: Accept-Encoding

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-9aa"

Accept-Ranges: bytes

SCRRZZER TLS [RA @

A1/ ToC

SCRFECER TLS Rk

FEEE .

CVss 4r#t: 5.0

URL: https://cmduat.segway-ninebot.com/login

Fofds: cmduat.segway-ninebot.com (Page)

PR - ;I’jé%%ﬁﬂwiﬁé%%)ﬁ%iﬁn cookie, ‘EATATREM THE S&VEM T, ML B EREN LIZ I B 4 B B A i s A AT
EA- Web i 55 %5 5B IR Fr i 55 48 1 DAAS 22 2 1) 7 S C B 1Y

il 5 A - XHIEFE AR HE . 53 B BT @0 DLERIURS E IR 55 4848 715 B

#E¥E.  AppScan RIIRSS 5 SRR TLS KA (TLSv1.0 B TLSv1.1)
2 A 3 it o o =

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:18:01 GMT
Content-Type: text/html

Content-Length: 2474

Connection: keep-alive

Vary: Accept-Encoding

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-9aa"

Accept-Ranges: bytes

<!DOCTYPE html><html lang=en><head><meta charset=utf-8><meta update="Tue Jun 14 2022 10:45:13 GMT+0800 (China Standard
Time) "><meta http-equiv=X-UA-Compatible content="IE=edge"><meta name=viewport content="width=device-width,initial-scale=1">
<link rel=icon href=/logo.png><title>/LTHEI LEHEXK</title><link href=/assets/css/chunk-3747e792.120cfled.css rel=prefetch>
<link href=/assets/css/chunk-4al199e48.5f922224.css rel=prefetch><link href=/assets/css/chunk-6bbaf443.20625f77.css
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rel=prefetch><link href=/assets/css/chunk-6bea370e.dead598c.css rel=prefetch><link href=/assets/css/chunk-
b99a48b4.744baf95.css rel=prefetch><link href=/assets/css/chunk-df293294.98b9%6b86.css rel=prefetch><link
href=/assets/css/common.0107074c.css rel=prefetch><link href=/assets/js/chunk-2d0b30b7.5363d1lfc.js rel=prefetch><link

href=/assets/js/chunk-2d2lablb.
href=/assets/js/chunk-4al99e48.
href=/assets/js/chunk-6bea370e.
href=/assets/js/chunk-df293294.
href=/assets/css/chunk-vendors.

6d640a77.js rel=prefetch><link href=/assets/js/chunk-3747e792.0e0alabd.js rel=prefetch><link
2f74b586.3s rel=prefetch><link href=/assets/js/chunk-6bbafd443.227b7327.js rel=prefetch><link
add63f94.js rel=prefetch><link href=/assets/js/chunk-b99%9a48b4.e09c6021.js rel=prefetch><link
cc949f3f.js rel=prefetch><link href=/assets/js/common.56dfdf75.js rel=prefetch><link
17ce05f9.css rel=preload as=style><link href=/assets/css/index.cc9d40cf.css rel=preload

as=style><link href=/assets/js/chunk-vendors.50b76844.js rel=preload as=script><link href=/assets/js/index.40582c4f.]s
rel=preload as=script><link href=/assets/css/chunk-vendors.17ce05f9.css rel=stylesheet><link
href=/assets/css/index.cc9d40cf.css rel=stylesheet></head><body><noscript><strong>We're sorry but S FHILIEER doesn't
work properly without JavaScript enabled. Please enable it to continue.<...
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"Referral Policy" Security Sk§tk @

L I ToC

"Referral Policy" Security Ltk

P
CVSsSs 4+#: 0.0

URL: https://cmduat.segway-ninebot.com/

Sfk: cmduat.segway-ninebot.com (Page)

PR - I RESWUEA K Web N AIRRFP MBS B, WA 4. 6. L&A/ ssugoc AL 8
ARESUHI FAR B I 4. RS RS e RS EBRER

A - 22421 Web B2 F % Fr 4 12 BUC B

Il 5 A = 1R 25 A e B N FH 22 4= SR (1) "Referrer Policy" 3k

#E#E:  AppScan £l ] Referrer Policy i3 Sk S5 BB A AN 2 AT A HEIG,  IX 7T RE 288 028 55 T 2% Mg om0 ) XUy
AR A T 0 R % -

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:21:00 GMT
Content-Type: text/css

Content-Length: 323

Connection: keep-alive

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-143"

Accept-Ranges: bytes...

JSON Bt RIEHH AN ©

HE 1/ 3 ToC
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JSON [ BLAIATHEE ] F A

o 1
CVSS 4r#: 0.0
URL: https://cmduat.segway-ninebot.com/api/rdp-auth/oauth/token
Sk grant_type (Global)
PR = ﬂ%%ﬁﬂxﬁ?%%g)ﬂ%iﬁu cookie, EAIAIBEH TRE G, WM RE RN LLUZH 7 &y & BAZ 38 H il 3 LA AT
+
JE A - I 32 N AR AR R R AR CREZHUE N A JavaScript) B, £ HILEE AL S (XSS) JWi. 5 2Bk i
Web [ 5 1] fE 2 AE AT I IE B AD M50 N A Z AR BRI Z St b X, Yok (8] BLANZ S AR NG
JEAS, FEAEmE R R B . ARG, 1R E BN A LIS AT A .
JFR, R A RANER ZAEAT M EIR E AT a2 s EL.
E}igg@lﬁzﬁﬂfﬂ, Wi 3 175 U i 25 F PO A0 8 T8 ARG (1937 SR RS B 5 2 Bt 1) Web IRS528, SRR IR 55 380 T ik S o el e &
FF B 3s .
M2 3B HTTP W5 RBUCE S EAE, ISR HTTP W RL, 5% 28 BB W5 02 K AR N S B0s n2) A Kk Ai
ORI BT BB R A E AT URL . A SR HA T URL MIRR T V52 S 49 5 RIGHZ G, B IR 1K 52 38 Vi R 8 1)
D2 Bkl S URL. A5, ol s R AR RN R ZE#, BEZEHNNRESPTZNE.
[l 5 i = B f e FAFEN B ] BRI T
e DAL RPN AR, RO 2RI IE" DR K IR R RN T A, 1A T G 2 B 2e wT it N
2 I T R i -

1X21kcyI6IjEiLCIjbGl1lbnRfaWQiOiJjcGlfbWVOYSIsInIvbGVEbmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93Z2XJ1ZCBieSBSZHAILCJ1c2
VyX21kIjoiMTI1ODUSNTQzNTQINjMONDA2NiIsInNjb3BlIjpbImFsbCIdLCIJuaWNrX25hbWUiOiIJBbGV4IEh1TIiwib2F1dGhfaWQiOiIiLCJ1leHAIOJE2NTY3N
DYzNTQsImR1cHRfaWQiOiTIiLCJgqdGkiOiI4OWFiYmFkZi02NzMwLTRkMGQtYjM1Zi01ODEYZGFkNjMxMzAiLCJTJhY2NvdW50IjoiQWx1eCBIZSJ9.dvkl1Uw9ARyY
v_FLThMoP8MJGTNO698rAzyhfDa. . .

Content-Length: 99

username=Alex%20He&password=**CONFIDENTIAL O**&grant_type=password<script>alert (483)</script>&scope=all

HTTP/1.1 200 OK

Server:

openresty

Date: Wed, 22 Jun 2022 07:25:21 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Expires

: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
X-XSS-Protection: 1; mode=block

Pragma:

no-cache

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

{

"code"

: 400,

"success": false,

"data"

: null,

"message": "Unsupported grant type: password<script>alert (483)</script>"

}
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2/ 3

JSON e B ATHEE L P oA

PR
CVSS 4r#: 0.0

TOC

URL: https://cmduat.segway-ninebot.com/api/rdp-auth/oauth/token

k- token (Global)

PR = g%ﬁ%ﬂwﬁ%%ﬁ)ﬂﬁiﬁﬂ cookie, EAIAIREMH TMRE VLM, AL R B8 LAz 7 &ty & 5 50 - il s DA R AT

JEH 2 WS A B A R B R AR (R HUE I NE A JavaScript) B, & IS IA RS (XSS) I . 52 Bk
Web [ H#2 5 7l B = AE A HEAT I JEERm A 500 N A BRI B R A st rh . X, Mo (] BLIRNZ B AR PN
WA, FEAEME N IR FEHZBA . RS, EREHEF W A RIB TR MA .
JEEGR, R3S ZAE AT W AR IE AT fa i 7 R s 2.
Yff)gggi”lﬁlﬂﬂﬂy Yoy & 5 U i 24 F oK A 8 TG ARG (3 SR RE B 2 2 B 1) Web IRS5 28, ARG IR 5% # Bk S S el i 44
FH P 0 B 4 o
MR %53 B HTTP W RIZUCE S EAR, IR R HTTP MR, 5% N 2 1B W5 202 B AR N S H0s m 2) AFF Rk A
BT T B R IE S 2 HFH N URL . &8RRI URL M 8% T VF 2 W24 107 SR IA% 0 B B 1) 52 55 2 7 1) 4 1)
OB S URL. A5, 2l m TR AR SO RIZE#, BB EEHE NN WEESPAITIZNE.

I 5 4 - B fa e T ATEN B ] B T R

HERL: MRS RUUP RS EAENEStE, PO SRR UE" D e A DAL M S RN 1 RIA, i BIAS AT e A2 e e m Al i A
AR A T 0 R -

bGV4IEh1Tiwib2F1dGhfaWQiOiIiLCJ1eHAIOJE2NTY3NDYzNTQsImR1cHRfaWQiOiTIiLCJIqdGkiOiT4OWFiYmFkZi02NzMwLTRkMGQtYjM1Zi010DEYZGFkNjM
xMzAILCIhY2NvdW50TjoiQWx1eCBIZSJ9.dvkl1Uw9ARyv_FLThMoP8MJIGTNO698rAzyhfDayD_rI
Content-Length: 250

username=%$3E%$22%27%3E%$3Cscript$3Ealert%28211%29%3C%2Fscript%$3E&password=%3E%22%27%3E%3Cscript%$3Ealert%$28211%29%3C%2Fscript%
3E&grant_type=%3E%22%27%3E%3Cscript%¥3Ealert%28211%29%3C%2Fscript%3E&scope=%3E%22%27%3E%3Cscript%3Ealert%28211%29%3C%2Fscrip
t%3E

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:25:05 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Expires: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
X-XSS-Protection: 1; mode=block

Pragma: no-cache

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

{

"code": 400,

"success": false,

"data": null,

"message": "Invalid scope: >\"'><script>alert (211l)</script>"

}

2022/6/22
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JSON e B ATHEE L P oA

P S
CVSS 4r#: 0.0
URL: https://cmduat.segway-ninebot.com/api/rdp-auth/oauth/token
s scope (Global)
PR = g%ﬁﬁﬂiﬁﬁi‘%%ﬁ)ﬂﬁiﬁﬂ cookie, EAIAIREMH TMRE VLM, AL B2 GeE LA 7 &ty & 5 50 - il s DA BT
JEH 2 WS A B A R B R AR (R HUE I NE A JavaScript) B, SIS IA RS (XSS) IR, 52 Bt
Web [ H#2 5 7l B = AE A HEAT I JEERm A (500 N A Z BRI B R A B st rh . X, B3 (] BLIRZ B AR PN
WA, FEAEME N IR FHZBA . RS, ERHEFH W A RIB T IRMA .
JEEGR, R3PSO ZAE AT W EIE IE AT fa i = R s 2.
Yff)ggzi”lﬁlﬂﬂﬂ, Yoy & 5 U i 24 F oK A 8 TG ARG (3 SR RE B 2 2 B 1) Web IRS5 28, ARG IR 5% # Bk S S el i 44
FH P 0 B 4 o
MR %52 B HTTP W RIZBUCE S EAR, ISR HTTP MBI, 5% N 2 I W5 202 M AR N S H0 2 A kA
BT T B R IE LS 2 H N URL . &8RRI URL M8 T VF 2 W2 44 107 SR IA% 0 B B 1) 32 55 2 7 1) 4 1)
OB S URL. A5, 2l m B R AR SO RIS E#, BEZEEHE NN WEESPATIZNE.
el s 5 K RN T B R e 7 2
e DAL RPN, PR 2RI IE DR R ILAE M R RN T RIAS, 12 BIAC T B 2 B 2e i A U N
AR S YR R R -

1X21kcyI6IJjEIiLCIjbGllbnRfaWQiOiJjcGlfbWVOYSIsInIvbGVEibmFtZSI6ImFkbWluaXNOcmFOb3IiLCJIsaWN1bnN1IjoicG93ZXJ1ZCBieSBSZHAILCI1c2

VyX21kIjoiMTI1ODUSNTQzNTQINjMONDA2NiIsInNjb3BlIjpbImFsbCIdLCIJuaWNrX25hbWUiOiJBbGV4IEh1TIiwib2F1dGhfaWQiOiIiLCJ1leHAIOJE2NTY3N

DYzZNTQsImR1cHRfaWQiOiIiLCJIqdGkiOiI4OWFiYmFkZi02NzMwLTRkMGQtYM1Zi010DEYZGFkNjMxMzAiLCThY2NvdW50Ij0oiQWx1eCBIZSJ9.dvkl1UwOARyY

v_FLThMoP8MJGTNO698rAzyhfDa. . .
Content-Length: 99

username=Alex%20He&password=**CONFIDENTIAL O**&grant_type=password&scope=all<script>alert (481)</script>

HTTP/1.1 200 OK

Server: openresty

Wed, 22 Jun 2022 07:25:21 GMT

Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Expires: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
X-XSS-Protection: 1; mode=block

Pragma: no-cache

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

"code": 400,

"success": false,

"data": null,

"message": "Invalid scope: all<script>alert (481)</script>"
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URL:
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chunk-vendors.50b76844.js (Page)
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: FR2 Web b i o1 () B3~ R A bk
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7] 7t

._where":"/var/lib/jenkins/workspace/jhke-ninebot-sims-fe", "author": {"name":"Fedor
Indutny","email":"fedor@indutny.com"}, "bugs": {"url":"https://github.com/indutny/elliptic/issues"}, "dependencies":
{"bn.js":""4.4.0","bro...

..cense":"MIT", "main":"1lib/elliptic.js", "name":"elliptic", "repository":
{"type":"git","url":"git+ssh://git@github.com/indutny/elliptic.git"},"scripts":{"jscs":"jscs benchmarks/*.js lib/*.js
lib/**/*.9s 1ib/**/**/* §s ...

..where":"/var/lib/jenkins/workspace/jhke-ninebot-sims-fe", "author":{"name":"Brian
McKelvey", "email":"theturtle32@gmail.com", "url":"https://github.com/theturtle32"}, "browser":"lib/browser.js", "bugs":
{"url":"https://github.com/theturtle32/WebSocket-Node/issues"},"config": {"verbose":false}, "contributors": [{"name":"Ifaki
Baz Castillo","email":"ibcRaliax.net","url":"http://dev.sipdoc.net"}],"dependencies":
{"bufferutil":""4.0.1","debug":""2.2.0", "es5-ext":"...

..name":"element-ui", "peerDependencies": {"vue":""2.5.17"}, "repository":
{"type":"git","url":"git+ssh://git@github.com/ElemeFE/element.git"}, "scripts": {"bootstrap":"yarn || npm
i","build:file":"node build/bin/iconInit....
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SEfk: rzui.umd.min.js (Page)

PR - I RESWUEA K Web N AIFRFPINBURAE R, WA 4. %60, HLE A/ ssugoc AL 8
B Web [ HIFE /5 4 12 BGIC B A 224

Bl e i - FR2 Web b i o (1) B3 R A 3t bk

HERE: N FTRE A A R

...abstract away many browser irregularities. Check the documentation,\n * grep for things, or ask on
javascript@lists.facebook.com before writing yet\n * another copy of \"event || window.event\".\n *\n */\n\nvar populated

= fal...
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FEE

CVsSs /3#t: 0.0

URL: https://cmduat.segway-ninebot.com/cdn/libs/designer/0.3.58/designer.umd.min.js

s designer.umd.min.js (Page)

R - I RE IR Web IR55 8% 2RI Aaxt Bj 4%, X 7T e BT & I Rk — P i AR 5k Web N AIRR R SCIF R G451 15 B
- R =7 77 i I EOR AN T BT IE A ME P

e - N Web fi 554380 Web N PR T 8AHRHI 224 4h T

HERE: i A iR 55 de b SCAF A0S BR AR AN/ BRSO 4
AR A T O e -

e errStr = \'Parse error on line \'+(yylineno+1l)+":\\n"+this.lexer.showPosition ()+"\\nExpecting
"t+expected.join(\', \') + ", got \'" + this.terminals_[symbol]+ "\'";\n } else {\n

Lo WNd{2}/, 111, ["YYYYDDD", /\d{7}/], ["YYYYMM", /\d{6}/,!1], ["YYYY",/\d{4}/,!1]],pt=[["HH:mm:ss.SSSS", /\d\d:\d\d:\d\d\.\d+/],
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["HH:mm:ss, SSSS", /\d\d:\d\d:\d\d, \d+/], ["HH:mm:ss", /\d
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P
CvVss 4r#t: 0.0
URL: https://cmduat.segway-ninebot.com/cdn/libs/element-ui/2.13.1/index.js
S fds index.js (Page)
TR = ARt R Web RS 8 23 A4t AR, IX Al Re o3 BBt 38 JT @ i — P B FBRET 5¢ Web SRR P XA RA S5 A5 5
B R =777 b R AN T BT IBAME 7
I i - ) Web fiR55 4588 Web S HIFRFF T8RS 2240 T
VR A R RS A SRR AN BR AR AN 4
A A YR R -
:::nction(e)(return e.trim()}).filter (function (e) {return e}) .some (function (e) {return/\..+$/.test (e)?2r===e:/\/\*$/.test(e)?
s===e.replace (/\/\*$/,"") : L L/"["\/T+\/["\/]1+$/.test (e) &&i===e}) })) :this.Semit ("file", ...
@ 3 / 4 TOC
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Cvss 7+-#i: 0.0
URL: https://cmduat.segway-ninebot.com/assets/js/chunk-vendors.50b76844.js
Fofds: chunk-vendors.50b76844 js (Page)
PR - FRER IR Web k5588 AR 28X B8 4%, Xl RE 2 H B I & T R it — P B AN3RHUA o< Web N FIRE PP S 2 e 4 44 (45 B
A R =5 7 Fh B BCH AN T BT I A ME P
Bl s - 4 Web 55455 Web NIRRT B IR % 2 4h T
HER: e S R 5% SO AR AR R AR AN BSR4
A A R R -
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...tion(t) {e(t),r.emit("close”)}))}},2801:function(t){t.exports=JSON.parse('{"_args":
[["elliptic@6.5.3","/var/lib/jenkins/workspace/jhke-ninebot-sims-
,"_development":true,"_from":"elliptic@6.5.3","_id":"el...
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...cdh"]," resolved":"http://192.168.1.181:4873/elliptic/-/elliptic-
6.5.3.tgz","_spec":"6.5.3"," where":"/var/lib/jenkins/workspace/jhke-ninebot-sims-fe", "author": {"name":"Fedor
Indutny","email":"fedor@indutny....

...return t.objectMode?16:16384}}},balc:function(t) {t.exports=JSON.parse('{"_args":
[["websocket@1l.0.33","/var/lib/jenkins/workspace/jhke-ninebot-sims-
fe"]],"_development":true,"_ from":"websocket@1.0.33","_id":"...

...],"_resolved":"http://192.168.1.181:4873/websocket/-/websocket-
1.0.33.tgz"," spec":"1.0.33"," where":"/var/lib/jenkins/workspace/jhke-ninebot-sims-fe","author":{"name":"Brian
McKelvey", "email":"theturtle32@g...

...stroyed=!0}},t} () ;e.default=c},f6£f8:function(t) {t.exports=JSON.parse ('{"_args":[["element-
ui@2.14.1","/var/lib/jenkins/workspace/jhke-ninebot-sims-fe"]]," from":"element-ui@2.14.1"," id":"element-ui@2.14.1",...

."_resolved":"http://192.168.1.181:4873/element-ui/-/element-ui-
2.14.1.tgz","_spec":"2.14.1"," where":"/var/lib/jenkins/workspace/jhke-ninebot-sims-fe", "bugs":
{"url":"https://github.com/ElemeFE/element/issues...
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f: F\n }i\n }\n\n throw new TypeError (\"Invalid attempt to iterate non-iterable instance.\\nIn order to be
iterable, non-array objects must have a [Symbol.iterator] () method.\");\n }\n\n var it...

"use strict";

eval ("__webpack require_ .r(_ webpack_exports_ );\n/* harmony export (binding) */
__webpack_require__.d(__webpack _exports__, \"default\", function() { return _nonIterableRest; });\nfunction
_nonlterableRest() {\n throw new TypeError (\"Invalid attempt to destructure non-iterable instance.\\nIn order to be
iterable, non-array objects must have a [Symbol.iterator] () method.\");\n}\n\n//#

sourceURL=webpack://rzui/./node_modules/@babel/runtime/helpers/esm/nonlterableRest.js?");
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"use strict";

eval ("__webpack require__.r(__webpack_exports__ );\n/* harmony export (binding) */

__webpack_require_.d(_ webpack_exports_ , \"default\", function() { return _nonlterableSpread; }) s \nfunction
_nonlterableSpread() {\n throw new TypeError (\"Invalid attempt to spread non-iterable instance.\\nIn order to be iterable,
non-array objects must have a [Symbol.iterator] () method.\");\n}\n\n//#

sourceURL=webpack://rzui/./node modules/@babel/runtime/helpers/esm/nonIterableSpread.js?");

eval ("function nonIterableRest() {\n throw new TypeError (\"Invalid attempt to destructure non-iterable instance.\\nIn
order to be iterable, non-array objects must have a [Symbol.iterator] () method.\");\n}\n\nmodule.exports =
_nonIterableRest;\n\n//# sourceURL=webpack://rzui/./node_modules/@babel/runtime/helpers/nonlterableRest.js?");

eval ("function _nonIterableSpread() {\n throw new TypeError (\"Invalid attempt to spread non-iterable instance.\\nIn order
to be iterable, non-array objects must have a [Symbol.iterator] () method.\");\n}\n\nmodule.exports =
_nonlterableSpread;\n\n//# sourceURL=webpack://rzui/./node_modules/@babel/runtime/helpers/nonlIterableSpread.js?");

\"0 0 348.333 348.333\"\n \n },\n [\n _c(\"path\", {\n attrs: {\n d:\n
\"M336.559 68.611L231.016 174.1651105.543 105.549¢c15.699 15.705 15.699 41.145 0 56.85-7...

o \"0 0 292.362 292.362\"\n J\n },\n [\n _c(\"path\", {\n attrs: {\n d:\n
\"M286.935 69.377c-3.614-3.617-7.898-5.424-12.848-5.424H18.274c-4.952 0-9.233 1.807-12....

...der = h(\"div\", {\n \"class\": \"vue-treeselect option-arrow-placeholder\"\n b, IN"\\xAO0\"]1);\n

return arrowPlaceholder;\n }\n\n return null;\n },\n renderLabelContai. .

...\": row.id, \n \"value\": self.selectedRadioRow.id\n \n b, [IN"\\xA0\"1)1):\n }\n
}].concat (columns) ; \n }\n\n return columns;\n I\n },\n m..

.../ max;\n\n if (max === min) {\n h = 0; // achromatic\n } else {\n switch (max) {\n case r:\n h = (g
-b) /d+ (g<b 2?6 :0);\n break;\n case g:\n h= (b -1r) /d+ 2;\n break;\n case b:\n
h=(-g) /d+ 4;\n break; \n I\n h /= 6;\n }\n\n return { h: h * 360, s:

in a path array with directory names there\n// must be no slashes, empty elements, or device names (c:\\) in the
array\n// (so also no leading and trailing slashes - it does not distinguish\n// relative

...unction _nonIterableSpread() { throw new TypeError (\"Invalid attempt to spread non-iterable instance.\\nIn order to be
iterable, non-array objects must have a [Symbol.iterator] () method.\"); }\n\nfunction wu...

...unction _nonIterableSpread() { throw new TypeError (\"Invalid attempt to spread non-iterable instance.\\nIn order to be

iterable, non-array objects must have a [Symbol.iterator] () method.\"); }\n\nfunction _u...
...unction nonIterableSpread() { throw new TypeError (\"Invalid attempt to spread non-iterable instance.\\nIn order to be
iterable, non-array objects must have a [Symbol.iterator] () method.\"); }\n\nfunction _u...

..unction _nonIterableSpread() { throw new TypeError(\"Invalid attempt to spread non-iterable instance.\\nIn ord...
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URL:
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https://cmduat.segway-ninebot.com/assets/js/chunk-vendors.50b76844.js
chunk-vendors.50b76844.js (Page)
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FRZ Web sl s iR 1P stk
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202

...ec":null, "fetchSpec":"6.5.3"}," requiredBy":["/browserify-sign","/create-
ecdh"]," resolved":"http://192.168.1.181:4873/elliptic/~/elliptic-
6.5.3.tgz","_spec":"6.5.3"," _where":"/var/lib/jenkins/workspace/jhke-nineb...

...Spec":"1.0.33","saveSpec":null, "fetchSpec":"1.0.33"},"_requiredBy":
["/stompjs"],"_resolved":"http://192.168.1.181:4873/websocket/-/websocket-
1.0.33.tgz"," spec":"1.0.33"," where":"/var/lib/jenkins/workspace/jhke-n...

...i","rawSpec":"2.14.1", "saveSpec":null, "fetchSpec":"2.14.1"}," requiredBy":
["/"],"_resolved":"http://192.168.1.181:4873/element-ui/-/element-ui-
2.14.1.tgz","_spec":"2.14.1"," _where":"/var/lib/jenkins/workspace/jhke. ..
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SEfk: rzui.umd.min.js (Page)
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. AppScan TEM R ORI T BRCHNER 1P Hubk % .
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...eated: function created() {\n var _this = this;\n\n /7 SN B P E R R s vg X \n var url =
'http://192.168.1.248:10002/common/cdn/libs/fonts/iconfont.svg';\n this.getText (url) .then (function (data) {\n
var...
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% P (JavaScript) Cookie 51 H

FEE

Cvss 7+#t: 0.0

URL: https://cmduat.segway-ninebot.com/assets/js/chunk-vendors.50b76844 js

Sk - (window.webpackJsonp=window.webpackJsonp||[]).push([["chunk-vendors"],{"0040":function(t,e,r){"use s... (Page)
R - ST R B T BT 7225 7 i BT 61 2 1) cookie L ST A €

- Cookie A& 7E% F 3 EE )

Il .- B 25 7 g v B 5508 BN 42 428

HEFE.  AppScan 7E JavaScript F1# F%T cookie 5] .
JER fy i o

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:21:04 GMT
Content-Type: application/javascript
Content-Length: 2168722

Connection: keep-alive

Vary: Accept-Encoding

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
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ETag: "62a7£686-211792"
Accept-Ranges: bytes

(window.webpackJsonp=window.webpackdsonp]| | []) .push ([ ["chunk-vendors"], {"0040": function(t, e, r) {"use
strict";t.exports=function (t) {return{filterToEnabled: function(e,r) {var n={main:[], facade:[]};return e?"string"==typeof es&&
(e=[e]):e=[],t.forEach((function (t) {t&& ("websocket"===t.transportName&&!l===r.websocket|| (e.length&&-

l===e.indexOf (t.transportName) ?t.transportName:t.enabled(r) ?
(t.transportName,n.main.push(t),t.facadeTransport&&n.facade.push (t.facadeTransport)) :t.transportName))})),n}}}},"009a":func
tion(t,e,r){"use strict";r.r(e),r.d(e,"blue", (function() {return x})),r.d(e,"cyan", (function() {return w})),r.d (e, "geekblue",
(function () {return M})),r.d(e,"generate", (function() {return c})),r.d(e,"gold", (function() {return g})),r.d (e, "green",
(function () {return b})),r.d(e,"grey", (function() {return k})),r.d(e,"lime", (function() {return y})),r.d (e, "magenta",
(function () {return S})),r.d(e,"orange", (function () {return v})),r.d (e, "presetDarkPalettes", (function() {return
1})),r.d(e,"presetPalettes"”, (function () {return f})),r.d (e, "presetPrimaryColors", (function () {return h})),r.d (e, "purple",
(function () {return })),r.d(e,"red", (function() {return d})),r.d(e,"volcano", (function() {return p})),r.d(e,"yellow",

(function () {return m}));var n=r("66cb"),i=r.n(n),o=[{index:7,opacity:.15}, {index:6,opacity:.25}, {index:5,0pacity:.3},
{index:5,0pacity: .45}, {index:5,0pacity: .65}, {index:5,o0opacity:.85}, {index:4,o0pacity:.9}, {index:3,opacity:.95},
{index:2,o0pacity:.97}, {index:1,0opacity:.98}];function a(t,e,r){var n;return(n=Math.round(t.h)>=60&&Math.round(t.h)<=2407?r?
Math.round (t.h)-2*e:Math.round(t.h)+2*e:r?Math.round(t.h)+2*e:Math.round(t.h)-2*e)<0?n+=360:n>=360&& (n-=360) ,n} function
s(t,e,r){return O===t.h&&0===t.s?t.s: ((n=r?t.s-.1l6*e:d===e?t.s+.16:t.s+.05%e)>1&& (n=1),r&&5===e&&n>.1&&(n=.1) ,n<.06&&
(n=.06) ,Number (n.toFixe. ..
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%' (JavaScript) Cookie 51 H]
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:

CvVss 73#t: 0.0
URL:
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https://cmduat.segway-ninebot.com/cdn/libs/axios/0.19.2/axios.min.js
[* axios v0.19.2 | (c) 2020 by Matt Zabriskie */ (Page)

BRI R B S T BT 1225 7 3 BT B 22 ) cookie F 1R ST
Cookie Z7ER F i BIFEH

R 2 it FR DI 25 1B HR AN 22 418 R

¥l  AppScan 7£ JavaScript F1#k 2%} cookie 15| H .
JE U o

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:21:00 GMT
Content-Type: application/javascript
Content-Length: 13993

Connection: keep-alive

Vary: Accept-Encoding

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-36a9"

Accept-Ranges: bytes

/* axios v0.19.2 | (c) 2020 by Matt Zabriskie */
function (e, t) {"object"==typeof exports&&"object"==typeof module?module.exports=t () :"function"==typeof define&&define.amd?
define ([],t) :"object"==typeof exports?exports.axios=t():e.axios=t ()} (this, function() {return function(e) {function t(r)

{if (n[r])return n[r].exports;var o=n[r]={exports:{},id:r,loaded:!1};return

e[r].call (o.exports,o0,0.exports,t),o.loaded=!0,0.exports}var n={};return t.m=e,t.c=n,t.p="",t(0)} ([function (e, t,n)
{e.exports=n (1)}, function(e, t,n) {"use strict";function r(e){var t=new s(e),n=i(s.prototype.request,t);return

o.extend(n, s.prototype,t),o.extend(n,t),n}var o=n(2),i=n(3),s=n(4),a=n(22),u=n(10),c=r(u);c.Axios=s,c.create=function (e)
{return r(a(c.defaults,e))},c.Cancel=n(23),c.CancelToken=n(24),c.isCancel=n(9),c.all=function(e) {return
Promise.all(e)},c.spread=n(25),e.exports=c,e.exports.default=c}, function(e,t,n) {"use strict";function r(e) {return"[object
Array]"===j.call (e) }function o(e) {return"undefined"==typeof e}function i (e) {return

null!==e&&!o(e) &&null!==e.constructor&&!o(e.constructor) &&"function"==typeof
e.constructor.isBuffer&&e.constructor.isBuffer (e) }function s(e) {return"[object ArrayBuffer]"===j.call (e)}function al(e)
{return"undefined" !=typeof FormData&&e instanceof FormData}function u(e){var t;return t="undefined"!=typeof
ArrayBuffer&s&ArrayBuffer.isView?ArrayBuffer.isView (e) :e&&e.buffers&e.buffer instanceof ArrayBuffer}function c(e)
{return"string"==typeof e}function f(e) {return"number"==typeof e}function p(e) {return null!==e&&"object"==typeof e}function
d(e) {return" [object Date]"===7j.call(e) }function 1 (e){return"[object File]"===j.call(e) }function h(e) {re...
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% P13 (JavaScript) Cookie 51

P
CVSsSs 4+#: 0.0

URL: https://cmduat.segway-ninebot.com/cdn/libs/rz-ui/0.3.22/rzui.umd.min.js
Sifh: (function webpackUniversalModuleDefinition(root, factory) { (Page)

R = ST B B T BT 7225 7 i BT 61 2 1) cookie 9 L ST A €
EHA: Cookie RZ1E% F i Bl i 1)

5] 7 1 - R 2525 2 i v 1) b 25 38 A 22 418 4

H#E¥E.  AppScan 7 JavaScript F1#EF]% cookie F5| .
JE o

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 22 Jun 2022 07:21:09 GMT
Content-Type: application/javascript
Content-Length: 5917571

Connection: keep-alive

Vary: Accept-Encoding

Last-Modified: Tue, 14 Jun 2022 02:46:30 GMT
ETag: "62a7f686-5a4b83"

Accept-Ranges: bytes

(function webpackUniversalModuleDefinition (root, factory) {

if (typeof exports === 'object' && typeof module === 'object')
module.exports = factory(require ("vue"));

else if (typeof define === 'function' && define.amd)
define([], factory);

else if (typeof exports === 'object')
exports["rzui"] = factory(require ("vue"));

else
root["rzui"] = factory(root["Vue"]):;
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https://cmduat.segway-ninebot.com/cdn/libs/rz-ui/0.3.22/rzui.umd.min.js

B3R I7iA

APl Improper Assets Management ToC

JE AL

API endpoints are vulnerable to Improper Assets Management since the non-production versions of the API (for example, staging, testing,
devlopment, or earlier versions) that are not as well protected as the production API or the older API's and their libraries remain
exposed/unpatched.

RS -

API Improper Assets Management may lead to gain access to sensitive data, or even takeover the server through old, unpatched API versions.
L

Document API hosts and important aspects of each one of them, focusing on the API environment (e.g., production, staging, test, development),
as well as access control to each respective version. When newer versions of API's include security improvements, perform a risk analysis to
take a decision of the mitigation and actions required to protect older versions

CWE:
1059

SR8 -

API Security

BB g5 IR EE BRI SR e i IR ToC

JR A
Web 55 5 SRR F A 55 45 L B 07 S 22 4
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http://cwe.mitre.org/data/definitions/1059.html
https://owasp.org/www-project-api-security/
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— B ENUGA AP SR, Bl ( ny s A s SR R 2 Al
AppScan il B SR 5E A1 R % (PFS) M35 % 0 E 4
WIRFENA LR PFS, MAERZEEN T, UE SRS 8B ERERN, & USRS 80 A X RS HI TN, REEERI%E R
%dn. G, RSSEHERARME DI HH, DER S PLAARS & T DUEH B3 % A A i % . R BN AR M EE, BehEmT b
I E %, REAERH T2 BERNEH. AR WIS, KRGS R P HURIARSS & 2 A A8 1E 210 AL e — 21l
4. P, %4{fH DHE - Diffie-Hellman Ephemeral 5 ECDHE -
Elliptic Curve Diffie-Hellman Ephemeral I 28052 #:), AT DASCELMSSE(E . H PFS, & HURIIR S48 2 (A1 RN HT 2 1l #R 2 A BT s
TJEL_%*%H, DI E R . Bk, BMEHE R — A0 eR, Buha i R enii g P URIR S 28 2 M — N 21, AR Z BT A @52
1o

A3 H: DHE #1 ECDHE 254878 #1200 44
EFAREE
R

B3t {# 454 Elliptic Curve Diffie-Hellman Ephemeral (ECDHE) #i! Diffie-Hellman Ephemeral (DHE) %4135 e i3 5 2413k 3 #F PFS.
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ANER 51 FH «
HEILEBL: S8 4R AR
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S SESF - ROBOT Biily: RS54 3CRF 5 2 B M BT Toc

JEIAL
KB SCFF TLS-RSA B HHAC I iB B . BAT TLS SEILBRAT) Web IR S5 #% 5N FHFE 7 ik 55 4% vl e 5 2 52 3 ROBOT Hrifi o R AA7EIXAN 7]
WIA — B RIRE A 5 Z BN Wi HEE SRR .

IR <
Vi 2 ] ASRASAR 2 J5 1) RSA % ol fif A IR 55 25 AL ST B BT 4« KRG Ui B 3 R 2 5 2 B0 ENLIE SR & .
“ROBOT — Bleichenbacher ] Oracle i [l )" % di3& T TLS-RSA %425 #:, L TLS_RSA =k S0 E 44 42 FR#s FliZ S 4130 . I
H SR O Z W IIRS 2%, 2RSS SRR % 0E A LR R T B AT N . KR T RSA I RiE M, RWHE RSA AT
AFRLUNZE MBS, FHRH PKCS #1 v1.5 7RI, & A e MR e @ a8 308 2 .
TEZHH RSA & (TLS_RSA #%05) 1) TLS %) TLS SLilH, fAEEFE A 5 % ) ROBOT Xk .

S F R i s
WIS 53R, &S5 https://robotattack.org/#patches
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http://cwe.mitre.org/data/definitions/327.html
https://en.wikipedia.org/wiki/Forward_secrecy
https://www.ietf.org/rfc/rfc2409.txt#:~:text=When used in the memo,protected by a single key.

EATHEL:
H

SR A 2 5 32 U I 7E b, TR BB RNE F AN SE H
TEANEF FIZ R 7= S R AT BE AR B . B IBAMERF 2 52m = N 25 8, WS hitps://robotattack.org/#patches
AN, EEAE TLS th 2 2FHET RSA MBZF BT H, FAE AR .

CWE:
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A GTDAER

F5: BIG-IP SSL J%if

Citrix: Citrix NetScaler A2 -4zl %5 (ADC) F1 NetScaler 5¢H1 (1) TLS 7 Oracle il
Radware: CVE-2017-17427

Cisco ACE Al Cisco ASA: XM Cisco /=i TLS KjLf¥) Bleichenbacher Xt

Bouncy Castle: 1.59 it 9

Bouncy Castle: B#MN#E%2

Erlang: OTP 18.3.4.7

Erlang: OTP 19.3.6.4

Erlang: OTP 20.1.7

WOoIfSSL: Github PR/I{E#MEF

Palo Alto Networks: PAN-OS %7 T- ROBOT T

IBM GSKit: IBM i 5z GSKIT Jwila 50

IBM GSKit: IBM HTTP Server 7 f#){5 Bl

IBM GSKit: WebSphere MQ % 5l it 5 30 F1 Jo ik PKCS#1 38 78 2 [ ¥ 22 57 At i 115 T A5 S
Unisys ClearPath MCP: MCP TLS %32 ROBOT M

Symantec IntelligenceCenter il Symantec SSL il (SSLV): SA160 Bleichenbacher [] Oracle & i[5 )4 (ROBOT)
Cavium Nitro/Octeon: CVE-2017-17428

FortiGuard SSL V& ¥l #1 FortiGuard VIP SSL: PSIRT %] FG-IR-17-302

Haskell-TLS: X RSA fi#* (/& Bleichenbacher/ROBOT Zii) [l & A —3k
MatrixSSL: CVE-2016-6883

Java / JSSE : Oracle = ZMEAMEFHH A% - 2012 4F 10 H

ROBOT M () #4115 5,

“Content-Security-Policy” Skl 5 ToC
Jir A«

Web N FH 2 5 4 A BUC B A %2 42

AR
R WA X Web B HRFIMBURE S, WAF4. B0, 288 f/EUR S CAr S
AIRe MW P R—REE A P A EB. EHRS . 2R SEERER
CSP HEKHA Y2 25 Web MHFRFA 5 % 3 XSS, sk SiFFE MLt .
“Content-Security-Policy”sk & fEA& o S48 S 0T 1 3, TR E& FhES ol s, IR A g S, LA 20515 Web 3 SUE R IZ1T
F 57 RIEMR R B LM AR . filtn, Sk B AP IESAT A JavaScript, ] Web 3 i AN5 78 3 02 1 A4 F B¢ JavaScript.
TRy bl s AR G Mo S AE SR A S ot T R i B, 1 55 A F IR IR (E B DL T SR
“default-src” Ffl1“frame-ancestors” 5% * 5 *“script-src”.  “object-src”fll“frame-ancestors” 5%
X T“default-src”. “script-src”fli“object-src”, NG AL AMIME, FHln”. “data:”. “unsafe-inline”8“‘unsafe-eval’.
X} J-“frame-ancestors”, Rl G A ZAE, Fn s data:”.
WS U T EEURREZE R
THIER, “Content-Security-Policy™ 35 PUAT A [F (1. 302 75 1E 7548 F “Content-Security-Policy” sk I & LR DL K A £ “Frame-
Ancestors”. “Object-Src” #1“Script-Src” & 75 1E AR B 19 =B il o
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http://cwe.mitre.org/data/definitions/203.html
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
https://nvd.nist.gov/vuln/detail/CVE-2017-17427
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171212-bleichenbacher
https://downloads.bouncycastle.org/betas/
https://github.com/bcgit/bc-java/commit/a00b684465b38d722ca9a3543b8af8568e6bad5c
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html
http://erlang.org/pipermail/erlang-questions/2017-November/094256.html
http://erlang.org/pipermail/erlang-questions/2017-November/094255.html
https://github.com/wolfSSL/wolfssl/pull/1229
https://live.paloaltonetworks.com/t5/psirt-articles/pan-os-exposure-to-robot-attack/ta-p/192397
https://www.ibm.com/support/pages/node/687897
https://www.ibm.com/support/pages/node/567509
https://www.ibm.com/blogs/psirt/ibm-security-bulletin-websphere-mq-is-vulnerable-to-disclosing-side-channel-information-via-discrepencies-between-valid-and-invalid-pkcs1-padding-robot-cve-2018-1388/
https://public.support.unisys.com/common/public/vulnerability/NVD_Detail_Rpt.aspx?ID=46
https://support.broadcom.com/security-advisory/content/0/0/SYMSA1441
https://nvd.nist.gov/vuln/detail/CVE-2017-17428
https://www.fortiguard.com/psirt/FG-IR-17-302
https://github.com/vincenthz/hs-tls/issues/285
https://nvd.nist.gov/vuln/detail/CVE-2016-6883
https://www.oracle.com/security-alerts/cpuoct2012.html
https://robotattack.org/

2RI P i
bt ] T A B S 2 T 7

SN

Bt B A 55 2 PA & i%“Content-Security-Policy” >k .
@1 Content-Security-Policy kAt B A HAE A 248, W F Fis:

XFdefault-src” “script-src”fl“object-src”, 7FEA(FH i W none”. “self’. https://any.example.com Z 1% 4 {H.

XtF“frame-ancestors”, 7 EA# & IN“self’. “none”H} https://any.example.com 2 25 %414 .
TEARA 1500 N # A58 Fl “unsafe-inline” fil“unsafe-eval”. 1§l nonce/hash N 244 A 45 AR o 7 2%
X% Apache, iEZM:

http://httpd.apache.org/docs/2.2/mod/mod_headers.html

KT S, ESH:

https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx

%F nginx, EZH:

http://nginx.org/en/docs/http/ngx_http_headers_module.html

CWE:
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ANER 51 FH «

-bb 72 4 S ) B 3

P25 22 4 SR TR A

MDN Web SCHY - 7522 4 TR I

“X-Content-Type-Options” Skt kA 224

JR A
Web [ 2 4 R B A 2 4

AP :
A RESIEE ¢ Web B HFEF USSR, W 4. 265, HLE & /s BUR SR E
A RES UG P IR A P 4. B, EHRES. oS SgER.
“X-Content-Type-Options”sk (HA“nosniff"{&) ik IE Fil Chrome Zm& i 3 it Py 282571,
AR RERT IR PIE A2 (B, F P RN R MRS BT (B, fERESAZE) .

ST R PR
e T RIS L
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http://cwe.mitre.org/data/definitions/1032.html
https://owasp.org/www-project-secure-headers/
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy

EATHEL:
H

R 25 AR B BONET X BT A 1 =R R 1% B A (E “nosniff [f1“X-Content-Type-Options” 3k »
XF Apache, S :

http://httpd.apache.org/docs/2.2/mod/mod_headers.html

*xF NS, ES:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx

XF nginx, EZ:

http://nginx.org/en/docs/http/ngx_http_headers_module.html

CWE:
200

ARG -
A HTTP k%%
I MIME 2678 22 42 KUKy

“X-XSS-Protection” L Je s A 424 Toc
Jir A«

Web [N FH 2 5 4 A BUAC B A %2 42

A :
AT 2T % Web SRR MO BUR S ., I %4 350 . WL 4% Aok U S P
TR AT PR P . B B RE . AR SRR
{4 10" X-XSS-Protection” i Sk ki 25 3 A I ik WG B HE A et PR, BV P 1 45
SERFIES ) B T SRR Web B (IE 8+, Chrome 4+) 1, fEBRAHSL i3 NS RA . BAMITIER A RS — Mo R ——
NGRS A R I A (L T DL A

557, 5 it = L
%E}HWF&DD:
I T e s e A R S Y =

AT
W

ACE I RS a5, CARRERAE T 46 i SR B R B 81 (RIS MDD 19“X-XSS-Protectionfl 2k .
%T Apache, %M.

http://httpd.apache.org/docs/2.2/mod/mod_headers.html

*xF NS, ESH:

https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx

KT nginx, EZH:

http://nginx.org/en/docs/http/ngx_http_headers_module.html

CWE:
200
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http://httpd.apache.org/docs/2.2/mod/mod_headers.html
https://technet.microsoft.com/pl-pl/library/cc753133(v=ws.10).aspx
http://nginx.org/en/docs/http/ngx_http_headers_module.html
http://cwe.mitre.org/data/definitions/200.html
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/en-us/library/gg622941(v=vs.85).aspx
http://httpd.apache.org/docs/2.2/mod/mod_headers.html
https://technet.microsoft.com/pl-pl/library/cc753133(v=ws.10).aspx
http://nginx.org/en/docs/http/ngx_http_headers_module.html
http://cwe.mitre.org/data/definitions/200.html

ShEESI -
A HTTP k3
IE XSS i 3 5

HTTP Strict-Transport-Security Lt s A 24 Toc
Ji A«

Web I FH 2 57 4 A BUC B A %2 42

R
AR IEES 9% Web N AT IBURE R, WA 4. %0, HLas 4 /s Bus e E
ARES MUY PR AEE R P A G, BHES. SRR S EBUERE R
HTTP AL 422 4 (HSTS) =2Pi Ltk 241 (HTTPS) P RGN 24 1) HTTP Wk —FLil . ZALHI A ik Web k5% 548 5 H & HL
(Web i Saas sk A PR T) ES51Z RS2 E A 22 4 ) HTTPS #8:, LA 24 HTTP Hrill.
45 ¥ max-age’ BN — AN BB R A, DAR ki L R BN 22 A B
HTTP 8% 4 % 4= 5 M b1 IR 55 8% 13 F 42 J“Strict-Transport-Security” (W R Sk AL A 45 F 2 P L. i R Sk (O (E & — /NI TR) B, 2 SR ) BE Y 25
FIHURA L HTTPS i IR 554 . HoAthma 573k J& 1 B 45 “includeSubDomains” #1“preload”.

25 P2 i
L ] AT B SR AN R S 2 7
L

B ¥ “Strict-Transport-Security” i 5 Sk s N E] Web 8RR 50 B RS2 HTTP P A% i 22 4 SR
HXREZER, B
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security Cheat_Sheet.html

CWE:
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ANER 51 FH «
OWASP“HTTP J™#& 4% 4 2 4
HSTS M3

KBLAT E 2 A7 1K) SSL B Toc

JRIA:
25 T A U B R R 7

IR -
ATRESWRAEA 55 Web TR FPEOBURE B, A 44 B HLas 4 A/ slgug oA B
BRAETEDLT, KE7 Web P U o #S e B o 76458 Y A) o 247 F 7 I LT . X RoR B 247 SSL Uil . ANEILE Web 31 W3 &% frA7
iy SSL A5 S, BINHA RGN, WG IIXME L.
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers
http://blogs.msdn.com/b/ie/archive/2008/07/02/ie8-security-part-iv-the-xss-filter.aspx
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
http://cwe.mitre.org/data/definitions/200.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
http://tools.ietf.org/html/rfc6797

0z, 5 =7 b
B2 M 7 i «
1% 7] A e 2 o M 25 A2 R 2 i

TERTA SSL TUM K & A BUBEHR M T A TUm b, 2R ST

A P R s SSL Tk A H ) “Cache-Control: no-store” f1“Pragma: no-cache”&;“Cache-Control: no-cache” i B £ 15 43k SE I I R A
Cache-Control: private - 354 o AR EN TP ESHAEER, FAfmEmEEmErmEes. B2, BARAST RN Ik
R A7 ML U .

Cache-Control: no-cache - Ibfh#E &t AT AAERIE R EAN WP EERAELE, FIARESEESF. EbERN S EHiE k%S 2% DA &2
A HIRA T o 3 7R D 2% AT 2 A7 it AR O T B 7 B BRI P A o B Va8 A — B & B RFC,  [R AT AE4K no-cache
N no-store.

Cache-Control: no-store - iX /& % A MILATE 4 o 6 [FIRT HE 28 BR300 58 25 AN B 3okt 2 77 M0 V0 I o L7768 A e (T i G A7 ST 3

Pragma: no-cache - X T- A SCRE R AT bR d R IR BE 28, 1R 38 &2 B/ 1.
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http://cwe.mitre.org/data/definitions/525.html
http://cwe.mitre.org/data/definitions/200.html
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[2] 724 SHA-1 (K55 — ANy o8

o) 81 Bk H >

JR A
Web [ 55 % S0 FH R 3 R 25 8 A AR 22 4 7 X 2

JRS: -

A RE SRR A K R S RB LG R, X T e BBk 3 W I Web 3 13
Web N AR PRI 1o G i ke BIRHESOREA SN E, HILE)
Ja, B E R DUEI e A AR, VR RERS L P RSO T H i I

A R RBURR L g, I I T ™ B

R R

2 I AT e 2 S A AR ST R i o

,_\_‘D
FIIII:

4_

o

>\

2022/6/22

BVER, MR e R BUE O il sk, JRLLMZH T S AT S 5.
NIST 7E 2011 4E¥IK T SHA-1, (ERVFZ N AR AR E
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ik, CWI Amsterdam Fl Google Research FIFA ([1] #1 [2D A 3] AS2PrEg%iti.
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http://cwe.mitre.org/data/definitions/327.html
http://shattered.io/
http://shattered.io/static/shattered.pdf
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http://cwe.mitre.org/data/definitions/200.html
http://cwe.mitre.org/data/definitions/200.html
https://www.hacksplaining.com/prevention/information-leakage
http://projects.webappsec.org/Information-Leakage
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AppScan il B L] Hitp W Rk
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HF S, HEM:
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B2 WE nginx iR Sk
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R WE Weblogic MM Sk
%IT Apache, #5Z&H:
iz % E Apache iRk
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http://cwe.mitre.org/data/definitions/200.html
http://projects.webappsec.org/w/page/13246925/Fingerprinting
https://www.hacksplaining.com/prevention/information-leakage

THTIC B R 55 o DURE A0 8 59 3 A h . LR TIC B B Ok e T IR &5 3%

% T Microsoft Windows XP 11 Microsoft Windows Server 2003, 1#54% 18 DL T 156 B 1E

http://support.microsoft.com/kb/245030

%+ Microsoft Windows Vista. Microsoft Windows 7 F1l Microsoft Windows Server 2008, ¥/ LT Ui B4, M2 FSmEtsR ik
FRIR RS BT A

http://msdn.microsoft.com/en-us/library/windows/desktop/bb870930(v=vs.85).aspx

XIF Apache TomCat i %5#%, 1% LT BB ER A
https://www.owasp.org/index.php/Talk:Securing_tomcat#Disabling_weak_ciphers_in_Tomcat

XTI T Apache IR 4%, 1HHZHR LN U6 HARAE:

https://httpd.apache.org/docs/trunk/ssl/ssl_howto.html
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AIRESIFER % ORI A P IRIHEUREE, WA 4. Z1. GRS, HeRK5%
Hh/>> Referrer Policy 5 Referrer Policy (IMEA IETfi<x S8 URL A&t FE, HZEASE URL B ABUR S Bt £t 5 21l k.
EAFNWER—E 5, HTHE Referrer Policy /&2 577, WRATENNNKLAE . “Referer Policy”k & X T 1F Referer Sk /AT H i %E, H
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A

“no-referrer-when-downgrade”fli“unsafe-url” & itk £5 55 = 77 W3 56 8 URL (3R IS . H AR RIS B $E no-referrer”. “origin”. “origin-when-cross-
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http://support.microsoft.com/kb/245030
http://msdn.microsoft.com/en-us/library/windows/desktop/bb870930(v=vs.85).aspx
https://www.owasp.org/index.php/Talk:Securing_tomcat#Disabling_weak_ciphers_in_Tomcat
https://httpd.apache.org/docs/trunk/ssl/ssl_howto.html
http://cwe.mitre.org/data/definitions/327.html
https://www.digicert.com/blog/depreciating-tls-1-0-and-1-1/

fic B R AR %5 2% ULk 3% “Referrer Policy”3k .

B R A 1% & ECE Referrer Policy 3k, 41 FFR:
“strict-origin-when-cross-origin”#fit 7 5 £ (RS AL . 1 FH LN, {AERSUEIE R Referer Sk R i
%+ Google Chrome, &% I.:
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[REQUEST]
GET /index.aspx?name=JSmith HTTP/1.1

[RESPONSE]

HTTP/1.1 200 OK

Server: SomeServer

Date: Sun, 01 Jan 2002 00:31:19 GMT
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https://developers.google.com/web/updates/2020/07/referrer-policy-new-chrome-default
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http://cwe.mitre.org/data/definitions/200.html
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Content-Type: text/html
Accept-Ranges: bytes
Content-Length: 27

<HTML>
Hello JSmith
</HTML>

Wb B W Re 2 MM A . ERXAEI T, WS ERIAT JavaScript {85,

[REQUEST]
GET /index.aspx?name=>"'><script>alert ('XSS')</script> HTTP/1.1

[RESPONSE]

HTTP/1.1 200 OK

Server: SomeServer

Date: Sun, 01 Jan 2002 00:31:19 GMT
Content-Type: text/html
Accept-Ranges: bytes
Content-Length: 83

<HTML>
Hello >"'><script>alert ('XSS')</script>
</HTML>
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https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
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http://cwe.mitre.org/data/definitions/359.html
http://en.wikipedia.org/wiki/Spambot
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http://www.webappsec.org/projects/threat/classes/information_leakage.shtml

